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ABSTRACT

Our research examines the manner in which Web users choose between
participation in the Internet economy and protection of their personal data. We study
the influence of various contextual elements (e.g. the privacy policies posted on
sites) and individual characteristics (e.g. privacy concern) on willingness to
communicate personal data online. An experimental study carried out on a sample of
French students provides the framework for testing a conceptual model. The impact
of privacy concern on Web users’ attitude is confirmed. Privacy policies and the
amount of data requested are also shown to influence willingness to self-disclose.
Finally, our findings establish that situational factors have a greater impact on the
decision to provide personal data than personal convictions.
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INTRODUCTION

A growing number of companies are attempting tdecolindividual-specific consumer data
as part of their strategy to acquire and/or retaistomer loyalty, the aim being to attract
consumers with offers tailored to their individdastes and needs. This practice has become
increasingly wide-spread — particularly on the in&g (with its “clickable” data entry forms)
— despite the Web’s inherent tendency to exacerbatk risks of privacy invasion and
consumers’ fears of disclosing information, esfd@cthat of a sensitive nature. Beyond the
strategic importance of collecting customer datawafold challenge has emerged: statutory
(as pertains to the law) and, above all, ethicaldertains to respecting individual privacy
concerns). The literature, along with observatibreal-life practices indeed shows that large
numbers of consumers, wary of situations in whioformation is requested, refuse to
disclose their personal data. This is often du¢h®oimpression that their privacy is being
invaded, or because they fear the consequencesowidimg personal information; more
specifically, consumers are afraid that the daty thave voluntarily provided will be
wrongfully used. Yet little is known for the momeabout the way in which consumers
actually perceive this type of data gathering andatwthen drives their decision to
communicate personal data or not.

How consumers balance taking part in e-commerce @otecting their personal data is
particularly unclear. The goal of our contributientherefore to investigate the influence of
different situational elements (e.g. consumer myv@olicies displayed on sites) and of
individual elements (e.g. the concern over probgcpersonal data) on Web users’ attitudes
when confronted with personal data gathering reigumsthe Internet.

After reviewing the literature on privacy concemnsd willingness to disclose personal data
on the Internet, we propose a conceptual modetdedito measure the relative influence of
individual and situational elements on consumerdiingness to provide informationWe
then outline the methodology and report the findin§our study, before going on to discuss

the implications, limitations and further avenuésesearch stemming from our conclusions.

THE THEORETICAL UNDERPINNINGS OF OUR RESEARCH

Our research draws upon a number of concepts, meeséhereafter: individual privacy
concernthe perceived attributes of data gathering requesis finally consumer attitude in
reaction to disclosure of the data requested.

We also present the Theory of Reasoned Action eishand Ajzen 1975), the underlying

theme to our thinking and to the elaboration of #tudy’s conceptual model.
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Privacy concern

The termprivacy is commonly used to describe the combined needpdisonal space and
visual, physical or psychological separation, a#l a® control over one’s personal property
and data. Establishing a definition of this conasptevertheless a tricky task, there being no
general consensus on the subject. There are irafeatiety of conceptualizations, depending
on which criteria — legal, social or political —earetained. When first described by Warren
and Brandeis (1980), the constructpsivacy was formulated as the right to be left alone.
Several other definitions have since been put foiwhiting into three categories based on
the aspect emphasized, whether physical (the togletract), information-based (control over
personal information) or relationship-based (cdniker social interactions).

Numerous theorists confine privacy to informatiaséd aspects, i.e. a person’s ability to
limit access to his/her personal data. The mostgbeat definition of this principle is the one
given by Westin (1967): “the claim for individudls.] to determine when, how and to what
extent information about themselves is communicéteathers.” Seen from this perspective,
individuals are thus protected when they are abl@anage the impressions they create with
the information they provide. This entails the sl disclosure of information and the
ability to regulate the dissemination of this d@waurard 1966).

It is mainly this information-based dimension tlcatmes into play when companies collect
information. Indeed, a conflict exists between eoners’ right to control subsequent use of
personal data provided and companies’ right tothiseinformation for commercial purposes.
This is an important issue, involving one of thetéas most likely to influence consumers’
response when asked to disclose information: tiel lef concern over privacy (or rather,
over protecting their personal djta

Most research indeed confirms the impact of privaegicern on consumers. Culnan and
Armstrong (1999) demonstrate that concerned indalslare much more reluctant to provide
personal data, findings confirmed by Farag andhfas (2003). In a similar manner, Phelps,
Nowak and Ferrell's findings (2000) show a stroimls between consumers’ level of concern
and beliefs about business practices on the ong, laaual subsequent consumer behaviors on
the other hand. Indeed, concerned individuals avesriikely to disapprove of a company

retaining information about them, and will more quently request that their names be

! Defined as the level of concern individuals magl fehen their privacy is invaded by companies rstjng
and/or making use of their personal data
2 In the text we use the acrony€ on occasion to designate the concept of privacgem



C. Lancelot Miltgen — Paper published in IINVO (20 (6), p 574-603

removed from company files. Recent studies, howeeenphasize the fact that some
individuals, when online, put aside these concantstend to disclose information — even if
the questions asked are of a personal nature,\&rdvehen there is no objective reason to do
so. Other work indicates that consumers are beaprmaoreasingly confident that their
privacy will be respected on the Internet. Moreower spite of the concerns voiced by
consumers, it is a documented fact that only 6 %/eb users surveyed felt that their privacy
had actually been invaded (FTC 1998). What is mar&grge number of individuals have
come to realize the necessity of giving up a srpattion of their privacy if they wish to
engage in e-commerce (Gandy 1993). Because ofdabe and value for money that they
offer, online transactions indeed seem well on Wsy — in some cases at least — to
overcoming Web users’ privacy concerns. It theefeeems that consumers, despite the
security risks and erosion of data protection, metyin a manner that belies predictions based

on their level of concern over privacy.

Evaluation of Data Gathering Requests and the Respse Process

Smith (1995) provides a partial explanation forstiphenomenon when reporting that
individuals are likely to adjust their level of amrn to specific situations. For Dommeyer and
Gross (2003), only a few consumers consider any ahéhformation requests to be an
encroachment on their privacy and most of themwvalieng to provide a certain amount of
data under some circumstances. Hence, if consusnerstimes provide more data than their
general level of concern would lead one to expeds, because the behaviors they adopt are
also (and perhaps mostly) dependent on the aciuedtion, e.g. the type of information
requested; the terms under which the data is adjuihe safeguards for confidentiality; the
benefits obtained in exchange — in other wordsetao$ factors which will only have an

impact in a real-life situation and which dependhomw they are actually perceived.

The model proposed by Olson and Dover (1978) astadd a link between exposure to a
stimulus (in our case, a data request — here, #te entry form to be completed) and the
beliefs that individuals have formed about it. Timedel is similar to the one stemming from
the Theory of Reasoned Action (TRA) developed bshbBein and Ajzen (1975), used to
study the behavioral determinants of conscious sittimaking. Their theory seems
particularly well-adapted to examining the factorBuencing an individual’'s response to

requests for personal data.
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Using the TRA model as a basis, an individual’ poese process when confronted with data
gathering requests can be divided into 4 phasesenWhe Web user is asked to provide
personal information (by accessing the page conigitne data-entry form to be completed),
he/she will very likely evaluate the request (bHeii@mation) using the attributes perceived in
relation to the set of elements characterizingsihgation. Once this evaluation is complete,
the individual is then likely to develop an attitudeither favorable or unfavorable) about
communicating this data that will determine his/Heghavioral intention to respond
(likelihood that he/she will provide the data). §will in turn determine his/her real behavior,
should an actual request occur. The variable detatithis process is therefore attitude, which
we have defined in the usual manner as the reaofian individual towards an object (here,
communicating data) in a favorable-unfavorable ike-tislike continuum (Fishbein and
Ajzen 1975). In our study, attitude constitutes tlependent variable of our model and we
therefore focus on the first two phases of thearsp process. Firstly, the factors related to
the stimulus — i.e. the data entry form to be cletgadd — and the manner in which the data
gathering request is made (situational factors)ikety to have an impact on the individual's
perception of the data gathering request. Thisuaw@in may then induce the individual to
develop a more or less favorable attitude towaeda disclosure. Moreover, this attitude will

be even more favorable if the evaluation is positiv

This thus leads to identifying two routes likelyitdluence attitudes toward data disclosure:
an “individual” route represented by the influenmieindividuals’ privacy concerns and a
“situational” route corresponding to the influenmiesituational elements. The question now
naturally arises as to which of these routes tmswamer will prefer. The fact that consumers
— though in principle concerned about privacy aneréfore reluctant to disclose personal
information — increasingly agree to disclose infatibon even when it is avoidable,
demonstrates the importance of situation and theiwavhich it is perceived. The study we
are undertaking will allow us to provide a prelirig answer to this question.

We will now address the conceptual framework of cesearch. We will begin with the
hypothesis linked to the effect of situational edsts (H1 and H2) before going on to discuss
those relating to the impact of privacy concern3)(FAmong others, the theory on motivation
and expected outcoméBxpectancy Theoty Vroom 1964) will serve as a basis, justifying

certain of these hypotheses.

3 We will not go into detail regarding the principleemming from this theory and refer interestedieesto the
main authors in this field. (Vroom 1964; Connol§76; Farag and Krishnan 2003).
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CONCEPTUAL FRAMEWORK
The impact of situational factors

Before considering the criteria under evaluationoge corresponding to the perceived

attributes), we will begin by specifying the impaétsituational factors in our study.

As a general rule, the situational factors likelynave an impact on the consumer’s evaluation

of data requests can be divided into 3 distinctgaties:

- Privacy policies established by a company andter si
- The already existing relationship between the comp&questing the data and the
individual whose information is being requestedy.(dength of prior relationship,

satisfaction obtained from previous experiences);et

- The methods used to collect data (anything relatedhe data entry forms, e.g.
elements pertaining to its contents and presemnbatibe amount and type of data

requested the way the questions are formulated, etc

Out of this set of factors, only a certain numbavenbeen thoroughly researched in the past.
This is true of privacy policies; the studies exaimg their influence, however, have almost
exclusively been carried out in an American contdixtherefore seems of interest to see
whether this factor has an equally strong influeirca strictly regulated country such as
France. What is more, some researchers recommendex examination of the factors linked
to the company making the request and its relatipnt the consumer from whom it is
seeking to obtain data. In this area, most existingk examines the influence of reputation.
Yet, according to Zhang, Wang, and Shen (2001)eihg a customer of the company
requesting the data is not an element that paatiiguimotivates the customer to reply to the
data gathering requestot being a customer of the company can be a majoedmpent. In
addition to reputation, the individual’s prior retanship with a company can therefore have a
major impact on the way he/she reacts to the deqaest. Among these “interpersonal”
factors, familiarity with the company — defined bas “the number of product-related (or
company-related) experiences that have been acateduby the consumer” (Alba and
Hutchinson 1987, p. 411) and as “the weight of gasind-related (or company-related)
experiences” (Siriex and Dubois 1999) — seemsyikelhave a strong impact, as has already
been suggested by the author (2005; 2006).

Finally, among the factors connected witiethods of data collecting, and despite it being a

topic of some managerial interest, the influencehef amount of data requested has rarely
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been studied. Yet this is a factor that a compamyeasily act on. And although its influence
has been the subject of frequent analyses in thiexbof questionnaire-type surveys, this has
not been the case for personal data collectioneb\@r, as previous studies concerning the
influence of the length of the questionnaire ontipgiation in a survey have proven
inconclusivé, it seems of interest to ascertain whether, incéise of personal information, it
is possible to establish a threshold beyond whighhtypothesis might be validated.

In summary, the three factors studied in this nedeare respectively: privacy notices (PN)
posted on a website, familiarity with the compaeguesting the information and the amount
of data requested. These factors were chosen Isthnaattempt to fill the gaps in the

literature in this academic field and because eirtthanagerial relevance.

Thanks to research found in the literature reviewl & the qualitative study carried out
beforehand (author 2003), four main perceivedlattes of personal data collection can be
distinguished: perceived confidentiality, sensitivand relevance of the data requested, and
evaluation of the benefits made available by redpanto the data gathering requests
(estimation of the cost/benefit ratio). Our reshawndll focus exclusivelyon the first three
dimensions, the fourth being analyzed in anothgpigoal study. The characteristics of each

of the dimensions studied here are briefly desdribehe following paragraphs.

Perceived confidentialitpf the datadisclosed- This construct corresponds to the “manner in
which disclosed data is transmitted and subsequardged.” This factor, linked to the

consumer’s trust that the company will not passha personal data to a third party, is
crucial. Indeed, once the consumer has disclosesbipal data, he/she no longer has any
control over its later use (Paviou and Chellapp@120As a result, if there is no guarantee

that it will remain confidential, he/she is likely restrict the amount of data disclosed.

Perceived sensitivity of the requested dataAs the literature shows, each piece of
information has its own degree of sensitivity, defi by Weible (1993) as the “level of
concern experienced by a person for a particufge tf data in a specific context.” Following
in Acquisti’s footsteps (2004) however, our studil examine the overall level of sensitivity

linked to the types of data requested, so as ableeto compare results.

Perceived relevance of data gathering requesWhen faced with a situation where data is
being collected, consumers may wonder what mosvdbte company to engage in data

4 Although both Kanuk and Berenson (1975) and Helredad Baumgartner (1978) show the response rate to
be lower for long questionnaires, other studiesxdbconfirm this hypothesis (Roscoe, Lang and ShEdf5),
and some even go so far as to contradict it (Bek®l®8, Champion and Sear 1969).
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gathering and why they are asking so many questibnis is especially the case when the
guestions asked do not seem related to the tramsdmting carried out. As a result, data
requests considered to lack a proper motive or vare deemed unnecessary in performing
this transaction will be viewed by consumers asusive, and will often result in a refusal to
answer the request, or even, in some cases, iilityadirected towards those requesting the
data (Hine and Eve 1998).

This brings us to the underlying hypotheses, signvith the effect of situational factors on
perceived attributes (H1) and ending with the imgddhese attributes on attitude (H2), the

latter being the dependent variable of our model.

The effect of situational factors on perceived atibutes
We now present the hypotheses corresponding tandpertaining to the influentef:
- Privacy Notices (PN) on perceived confidentiadityd sensitivity (H1.1 a and)b
- Familiarity on perceived confidentiality and redece (H1.2 a and c),
- Amount on perceived sensitivity and relevance.g8Hiand c).

Influence of the Privacy notices Privacy policies address the “expected value'tha
Expectancy Theory, i.e. the expectation that aiagsuch as disclosing data) will result in
the expected outcome (here, the data remainingdsanial). According to Vroom (1964),
the extent to which a company states its practicégrmal written policies has an impact on
the individual's perceptions. This particularly ¢dinutes to his/her trust in the company by
allowing him/her to make informed decisions. By tpug a privacy policy on their website, e-
businesses give clear indications of the type dica@wue a customer can expect when
disclosing personal data. In addition, announchngjrtinformation processing methods and
giving the customer the option of controlling thésequent use of his/her data allows the
company to cultivate a relationship of trust witle individual and thus encourages him/her to

disclose the requested information (Dinev and H2002). Culnan and Armstrong (1999)

® We have purposely limited the hypotheses relatetthé influence of the three situational factorstiom three
perceptual attributes to the six mentioned (ou® gissible). For one thing, we do not think that temaining
hypotheses are “realistic”, and for another, we ldawt have had the material necessary to justiéyr.

® The names of these hypotheses (the sub hypotloédds, such as H1.1 a) are composed of the number
assigned to each manipulated factor (e.g. 1 for‘Bmevacy notice” factor) and of the letter assign® each
mediator variable of the model (e.g. the letteord'perceived confidentiality”) (see figure 1).

" Although we did not form a specific hypothesistba subject, we suspect the existence of possibéeaiction
effects between the manipulated factors. Thus, lfanty could interact coupled with the two otheacfors
(Privacy notices and amount). Chellappa (2001) shfow example that well-known websites are likedybe
favored over lesser-known sites, even if the walhwn sites have not implemented a privacy poliey(posted
notices) thanks to the bond of trust that has dirémeen established between the customer and thparoy.
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specifically show that using ethical practiteseduces consumer concern over the
confidentiality of data by giving him/her more pawand control. Indeed, one of the biggest
factors that drive consumers’ distrust of e-bussessis the lack of privacy policies. In

particular, poorly informed consumers, who are giae choices, will feel as if they have lost

control (Culnan, 1995). These overall consideratiorng us to the following hypothesis:

Hypothesis 1.1 (a)The more extensive the privacy notices (PN) ardifuged), the higher

the confidentiality level of the requested data l@w) will be perceived to be.

When providing data, the consumer pays close atteimd the potential consequences of his
act (Gandy 1993). As a result, the absence of nmition regarding the reasons behind the
data collection and its consequences (i.e. limpedacy notices) usually leads the consumer
to draw his own conclusions, which are most oftefaworable. In addition, because the
consumer does not know to what subsequent useshigéta will be put (and cannot control
said use), it results in his/her increased vulnénalby diminishing his/her capacity to
formulate realistic and appropriate cognitions (8tand Stone 1990). This then suggests that
procedures lacking in transparency lead the constoreonsider the data requested as private
and for his/her use alone (which is the strict migbn of the concept of data sensitivity).
Therefore, the more transparent the data requeptriceived to be (thanks to extensive
privacy notices), the less invasive the requestthadess sensitive the requested data will be

perceived to be. This brings us to the followingbthesis:

Hypothesis 1.1 (b) The more extensive the privacy notices (PN) ardi(uéed), the less
sensitive (vs. more) the requested data (b) wipéxeeived to be.

Influence of familiarity- Past experience with the company requesting dkee skems to be a
decisive factor in the willingness to provide infation. According to Hine and Eve (1998),
whether the data request is perceived as beingivevar not depends on the nature of the
relationship between the consumer and the comp&myilarly, Culnan and Armstrong
(1999) show that relying on an existing relatiopsbnsures that the data gathering request
will not be perceived as invasive. Finally, Jour§t®96), as well as Stone and al. (1983)
underline that the person to whom the individudf-discloses and the nature of their
relationship influence the perceptions of privagylation. It appears that the consumer’s past

experiences with the vendor (familiarity) shape'tas evaluation of the risk that disclosing

8 For example, these can be Fair Information Priesipthe ethical principlesstablishedn the US by the FTC
(Federal Trade Commission).
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data represents, particularly relative to configdity. Milne and Boza (1999) indicate that
past experiences with the company are among tilsemedhat allow the consumer to trust the
company’s use of the data disclosed. This brings tise following hypothesis:

Hypothesis 1.2 (a) The higher the level of familiarity with the comgaequesting the data,
the higher the level of confidentiality of the deeguested (a) will be perceived to. be

Familiarity also appears to influence the perceireddvance of the data requested. According
to Wang and Petrison (1993), consumers will toteregrtain requests, which would be
considered by others as invasive and irrelevarigrag as the request comes from a company
with which they are familiar. This assessment reenldemonstrated many times in the direct
marketing field. Rogers (1996), for instance, fouhdt consumers are less hostile to direct
marketing operations organized by companies withchvlihey have previously been in
contact than to those organized by unfamiliar camgsa Applied to data gathering, this
brings us to the following hypothesis:

Hypothesis 1.2 (c) The higher the level of familiarity with the comgamequesting the data,
the higher the level of relevance of the data rstrek (c) will be perceived to be

Influence of amount The amount of data requested appears to influttireceonsumer’s view

of company practices regarding information gatteednd subsequent data use. An increase
in the amount of data requested seems to leachighalevel of perceived vulnerability. The
importance of its impact on cognitions appeargdémsrom the fact that it not only influences
the type of information that could subsequentlyiriferred about the consumer but also the
extent to which disclosing such information coukp@se the consumer to public censure and
the type of action that could then be taken agdimst(Stone and Stone, 1990). Requesting a
large amount of data therefore seems to have actefih the perceived sensitivity of this

data, as is expressed in the following hypothesis:

D

Hypothesis 1.3 (b) The more extensive (vs. limited) the amount of dedgaested (b), th

higher (vs. low) the sensitivity of the data wal perceived to be.

For Woodman and al. (1982), consumers use relevasce criterion to judge whether a
specific item of personal information may be usedd specific purpose. Hence, the greater
the amount of data requested, the more the conswitievonder about the company’s real
motives in requesting this information, and the entlre company therefore runs the risk of

10
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the consumers judging the request to be unrelateélet declared goal. This brings us to the

following hypothesis:

Hypothesis 1.3 (c) The more extensive the amount of data requestedirfuted), the less

relevant (vs. more) the data request (c) will becpeved to be.

The Effect of Perceived Attributes on Attitude

The effect of evaluating a request for data ortumlé can be transformed into hypotheses

(H2) relating to the effect of each perceived httté on attitude.

Influence of confidentiality- Once the data has been provided, the consumimger has
any control over its use. Consequently, if he/shaat certain the company requesting the
data will keep the data confidential, the consumeyy choose not to risk self-disclosing
(Mayer 2002). Moreover, Moore and McDonald (1989w that not knowing whether the
data will remain confidential — or believing thatwill not — contributes to creating an
unfavorable opinion. Past studies indicate thatnwtmnsumers believe that they may be able
to control the use of their data, they are lesalyito perceive disclosing information as a risk
and are therefore more willing to provide data (@mnl and Armstrong 1999; Bies 1993; Stone
and Stone 1990). Additionally, the Expectancy Tkheposits that control reduces the
perceived risk of an action, by increasing the pholity that this action will result in the
expected outcome. Perceived confidentiality theeefmorresponds to the “expected value”
aspect of the theory, insofar as a high level offidentiality leads the individual to think that
his/her action will have the expected outcome. Tthisn increases his/her motivation to
perform such an action (in this case, providingaflaThis brings us to the following
hypothesis:

Hypothesis 2 (a) The higher the level of confidentiality of the de¢guested (a) is perceived

to be (vs. low), the more favorable (vs. unfavoealiie attitude toward disclosure will be.

Influence of sensitivity and relevaneyOne important factor in deciding whether to prev

information is how sensitive this data is viewed®(Cranor, Reagle and Ackerman, 1999).
Singer (1984) shows that, in surveys, there igaifstant link between considering that some
guestions do not concern the company and non-resmobehavior. Perceived relevance is
another important criterion. Several past studiEsarly demonstrate its impact on the

response process. Hine and Eve (1998) thus obsatvany data request that does not result

11
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in an action that benefits the consumer is viewedhtusive. Hine and Eve (1998) conclude
that requests judged irrelevant result in an unfavie attitude, and in most cases, hostility.

Wang and Petrison (1993) corroborate these findirgfowing that consumers reject
irrelevant actions. Perceived sensitivity and peex relevance correspond to the
“instrumental” aspect of the Expectancy Theory.eled, individuals who consider the data
requested as too sensitive and/or unrelated toothective, may not believe that self-
disclosure will result in the expected outcome.sTtends to reduce their motivation to

respond, and therefore brings us to the followipgdtheses:

Hypothesis 2 (b) The higher (vs. low) the sensitivity of the datquested (b) is perceived to
be, the less favorable (vs. unfavorable) the atéttoward disclosure will be.
Hypothesis 2 (c) The higher the relevance of the data requesteds(perceived to be (vs.

low), the more favorable (vs. unfavorable) thetatte toward disclosure will be.

The Impact of Privacy Concern
Personal “values” such as privacy concern seemffextathe individual's willingness to
communicate his/her personal data, by enhancingtthection of the expected outcome, i.e.
the value the consumer associates with self-disoboddence, the most concerned consumers
are likely to perceive the expected outcome asgoefriesser value than those who are not
particularly concerned. As a result, the formereéaxeaker motivation for self-disclosure.
Farag and Krishnan (2003) confirm the fact thavgumy concerns may deter the individual
from sharing his/her personal information. Themdings show that the most concerned
individuals are those who are the most reluctashtre their data for “profiling.”

This brings us to our third hypothesis:

Hypothesis 3 The higher the level of privacy concern (vs. I, less favorable the attitude

towards communicating data (vs. unfavorable) wall b

The conceptual model for our research can be presg@mthe following way (see figure 1):

12
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Figure 1. Conceptual model

Evaluation of the request Privacy
Concern
pri " H1l. (PC) (@
Tivacy notices Perceived confidentiality
(limited vs. extensive) (CONFID) @)
H3
Familiarity with the company T Perceived sensitivity Attitude
(none vs. high) (SENS) (b) H2 towards

H1.2

self-disclosure

(ATT) (e)
Amount of data requested Perceived relevance
(low vs. high) H13 (REL) (©)
Control Variables

- Involvement (INV)

- Demographics (Gender)

- Internetuse (USE) and Experience (EXP)

METHODOLOGY

Experimentation clearly appeared as the most apipteptechnique for testing these
hypotheses. We first sought to differentiate oseegch from that already in existence, which
favors a survey-based approach poorly suited tduatrag individuals’ real-life behavior.
The experimental approach, in contrast, allowsougut individuals into a life-like situation
— simulated, admittedly, but very similar to reiédlexperience — and to measure their
behavior (here their intended behavior), givenghaposed case study. Another virtue of the
experimental approach resides in its ability talelsh a strong causal relationship between
variables (Bagozzi 1977). What is more, it allowBigh level of internal validity in testing
the model, due to the control exerted over cemanmbles. In our case study, four exogenous
factors likely to influence the response proceds bva controlled for (see Appendix 1): the
respondent’s level of involvement (INV) with thetegory of product/service categOry
offered by the company making the request; hisgeerdet®, and finally his/her experience
(EXP) and his/her use (USE) of the Internet.
More precisely, two types of controls will be usedhis experiment:

- Random assignment of the individuals tested t@ubfit treatments (randomization),

- Retrospective statistical control of the set ofélRegenous variables identified.

°Van Kenhove et al. (2002) indeed show a link bemiavolvement and information decoding

1° Gender was the only demographic variable contlofter, as the majority of the others (e.g. age,csoc
professional group, level of education) were rekdyi homogenous, due to the specificity of the damgtained
(university students).
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Experimental Method

The method proposed in the context of this expartnea 2 x 2 x 2 full-factorial design (8
possible cases in all) for inter-subject comparigzach respondent participating in only one
of the 8 possible cases). Hence, the three fafpongacy notices; familiarity; amount] are
each manipulated at two levels (limited vs. extezmsnone or low vs. high).

Eight different scenarios were thus elaborated rotento create a life-like situation. The
experiment consisted of subjecting participantsatsimulation exercise where they were
asked to provide personal information via the prbomal page of a cell phone service
provider's website (either their own or an unfamlbone}’. The context of a promotional
game is ideal for simulating data gathering, sith@esituation is both frequently encountered
and plausible. The data entry form that neededetadmpleted in order to take part in the
game was then shown to the respondents (See examplppendix 2). A total of eight
different data entry forms were therefore creatwdthis purpose, corresponding to the eight
different treatments, with only one shown to eae$pondent, according to the treatment to
which he/she had been assigned.

A privacy notice was included at the end of eacta dantry form. It either provided little
information on the company’s privacy policy (requogr the participants to indicate their
consent via an opt-out system), or gave a certmouat of information concerning the
website’s privacy policy (requiring the participaro indicate their consent via an opt-in
systent?), corresponding to both levels of privacy noti¢isited [P1] vs. extensive [P2]).
The logo of the cell phone service provider conitigcthe game was displayed at the top of
the data entry form. The logo, either that of afamiliar company or of their present cell
phone service provider, thus corresponds to theléwels of familiarity (none [F1] vs. high
[F2]). Lastly, the data entry form proposed wakegitshort (5 fields to complete) or long (20

fields), corresponding to two levels of amount {ted [Al] vs. extensive [A2]).

In summary, the eight treatments selected are piedén the following table (see table 1)

™ This sector offers the advantage of being at owesy involving, of great economic importance and
particularly realistic, since the main companiegutarly requespersonal data under various circumstar(éas
subscription-plan upgrades, when conducting prasnatigames, when customers join reward programs).

12 Opting out corresponds to implicit consent, excepien explicit refusal is indicated (box to uncheck
whereas opting in, on the contrary, corresponaspdicit consent (generally with a box to check).
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Table 1 — Complete Experimental Design

Familiarity (F) None (1) High (2)
- Low | _ Limited (1) ® “P1F1A1™ ® “P1lF2Al1"
S | (1) | §8=|Extensive(2) @ “P2F1Al” ® “P2F2Al1”
2 High | 8 & | Limited (1) ® “P1F1A2” @ “P1F2A2”
< @ |*° Extensive (2)) ® “P2F1A2" “P2F2A2”

Respondent Sample and Questionnaire Administration

The study was carried out on a sample of univeditglents. Such a convenient sample has
the advantage to be a homogenous sample. For shomagenous sample, it is however
advisable to make use of factor levels relevanthi® sample population (i.e. university
students). Choosing an area of activity (cell pheersice) and a context of data gathering
(i.e. the promotional game) as in our test largegets this requirement.

After being pre-tested, the questionnaire was achteired at random to 5 classes of students
(first and second year) enrolled in university Mast programs. Of the 270 completed
guestionnaires obtained, 27 were “invalidated”tfa following reasons: respondent was not
a cell phone user, did not use the Internet, quesdire was incomplete, responses showed a
halo effect. Finally, eleven of the 243 remainingestionnaires were eliminated at random to
obtain an equal number of participants in eactheftteatment groups. We thus obtained 29
participants per treatment, an appropriate sanipéeascording to established proceddites

The characteristics of the final 232-participaninpée appear in Appendix 3. The overall
sample was predominantly fem&and consisted mainly of experienced Internet ugeost
participants having 2 to 5 years’ prior experiemtéNeb use), although this use was not
necessarily on a daily basis (the majority browtbedWeb several times a week). Finally, due
to their student status and their correspondinghtéd financial resources, nearly half of the
respondents had never made a purchase on thedntern

The Validity of the Experimental Design
The validity of the experiment was verified so asensure the quality of our findings.

Verification consisted of 6 stages, correspondmthé principles governing variance analysis

3To be read as follows: P1 for Privacy notice 1 iém); F1 for familiarity 1 (none) and Al for amaun(low).

%1t is generally recommended to assign 30 partitipger treatment, the minimum at which data digtion is
considered normal.

> This is no doubt due to the prevalence of femaislents in the Master's programs from which the
respondents were recruited.
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(Howell 1998). We have also made sure that thealss were successfully manipulated by

verifying that between treatments the mean diffeeemnas significart.

Operationalizing Variables
The five variables of the model — confidentialit@@NFID), perceived sensitivity (SENS),
relevance (REL), privacy concern (PC) and attitteeards personal data requests (ATT) —
were subjected to multi-itethmeasures. As no satisfactory scale existed asfeuslome of
these variables, we developed the necessary megsuastruments. The set of items was
generated on the basis of verbatim reports draam the preliminary qualitative study; those
relating to privacy concern included statementmfexisting scales as well. Five experts then
reviewed these sets of items in order to ensuredh&ent validity of the proposed scales. As
is standard, the measuring instruments all use7tpeint Likert response format (from
“strongly disagree” to “strongly agree”).
These multi-item scales were then jointly subjedtedjuantitative validation procedures on
the basis of exploratory analysis (factor analysegrincipal components with SPPS 11.5),
with confirmatory analysis (measurement model ug&iMOS 5). As the quality of the scales
obtained satisfied the established criteria (Crohlsan, Joreskog’'p, see Appendices 4 and

5), we created other variables by adding the cpardging items.

PRESENTATION AND DISCUSSION OF RESULTS

Overall, in view of the model to be tested, we ddug determine whether:
i) Exposure to data gathering requests (corresponditige manipulated factors: privacy
notices, familiarity and amount) had a real impattheir evaluation (corresponding to the
three perceptions tested: perceived confidentjad#ysitivity and relevance).
As previously mentioned, six hypotheses were dg@egldor this purpose: H1.1 (a and b),
H1.2 (a and c) and H1.3 (b and c).
i) An individual, when confronted with the decisiongmovide personal information, is
more likely to base his/her choice on practicalstderations (evaluation of the situation)
and/or on personal beliefs (particularly his/heteleof privacy concern). Four hypotheses
come into play here: H2 a, H2 b, H2 ¢ and H3 respaly.

16 By way of example, the respondents assigned téLiineited amount” level actually found the questimire
shorter than those assigned to the “Extensive athteuel (mean scores 1.67 vs. 5.27 respectiveiy).p00).

7 Involvement (control variable), which will be apjsed the three items from the Personal Relevanmtegeist-
Attraction Scale (Strazzieri 1994), should be addtste we have retained only one item (out of asindes two)
per dimension. This concept consisting initiallyoofly three items, only exploratory analysis wil performed.
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The first block of hypotheses will be jointly tedtddy means of multiple analyses of
covariance (MANCOVA) and the second block by meainsultiple regression.

Impact of Exposure to Data Requests on the Individal’'s Attitude
Does the manner in which the data gathering isopmd (in terms of privacy notices,
familiarity with the company and the amount of dedguested) influence the individual's
evaluation (in terms of perceived confidentialiggnsitivity and relevance of the data
requested)?

The result¥ for variance analysis conducted to answer thistipre follow:

Table 2 — ANCOVA for the effects of Privacy notic€amiliarity and Amount

Dependent Type llI Mean . .
Source Vgriable Sum):)pf Squares df Square F Sig. Hypothesis
Corrected CONFID 162.025 (a) 12 13.502 1.729 0.062
Model REL 245.095 (b) 12 20.425 2.435 0.005
SENS 381.904 (c) 12 31.82% 3.273  0.000
Constant CONFID 188.566 1 188.566 24.141 0.000
REL 128.846 1 128.846 15.362 0.000
SENS 671.273 1 671.273 69.042 0.000
Involvement | CONFID 22.768 1 22.764 2915 0.089
REL 57.315 1 57.315 6.83B8 0.010
SENS 88.729 1 88.729 9.126 0.003
Gender CONFID 0.104 1 0.104 0.013 0.908
REL 1.218 1 1.218 0.14% 0.703
SENS 3.261 1 3.261 0.336 0.563
Internet Exp | CONFID 7.183 1 7.183 0.920 0.339
REL 7.444 1 7.444 0.887 0.347
SENS 14.735 1 14.735 1516 0.220
P notices CONFID 51.305 1 51.305 | 6.568 | 0.011 | H1.1a(V)
REL 30.774 1 30.774 3.669 0.057
SENS 33.771 1 33.771 | 3.473 | 0.064 | H1.1b(V)
Familiarity | CONFID 14.230 1 14.230 | 1.822 | 0.179 |H1.2a(NV)
REL 1.724 1 1.724 0.206 | 0.651 | H1.2c(NV)
SENS 19.976 1 19.976 2.055 0.153
Amount CONFID 0.006 1 0.006 0.00L 0.978
REL 80.719 1 80.719 | 9.624 | 0.002 | H1.3c (V)
SENS 137.903 1 137.903 | 14.184| 0.000 | H1.3b (V)
Familiarity * | CONFID 23.455 1 23.455 3.008 0.085
Amount REL 26.085 1 26.085 3.110 0.079
SENS 22.247 1 22.247 2.288 0.182
Familiarity * | CONFID 0.007 1 0.007 0.001 0.977
P notices REL 9.352 1 9.352 1.11% 0.29p
SENS 3.895 1 3.895 0.401L 0.527

18 As our hypotheses are formulated with one of tammeters compared greater than the other (HO: m1 —
m2>0), we have chosen one-sided tests at 10%. Jpethesis is validated if the significance of théeBt for
the factor is below 10%. We have maintained thels% threshold for the co-variable effect.
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Amount * P | CONFID 24.226 1 24.226 3.101 0.080
notices REL 0.033 1 0.033 0.004 0.950

SENS 19.910 1 19.910 2.048 0.1%4
Familiarity * | CONFID 20.866 1 20.866 2.671 0.104
Amount* P | REL 8.474 1 8.474 1.010 0.31p
notices SENS 8.718 1 8.718 0.89F 0.345
Error CONFID 1702.814 218 7.811

REL 1828.496 218§ 8.388

SENS 2119.533 218 9.723
Total CONFID 17394.000 231

REL 14018.410 231

SENS 19336.000 231

(a) R2 = 0.087 (R? adjusted = 0.037); (b) R2 = 8.(R2 adjusted = 0.070); (c) R2 = 0.153 (R? adgistd®.106)

We will first discuss the findings pertaining tcetimpact of the three manipulated factdrs
(as well as the potential effects of their intei@ts) before going on to provide a brief

description of the influence of the control varigl

The Privacy noticesAs we had predicted, Privacy notices have a sicaniti effect on both
the perceived confidentiality (p=0.011) and thes#anty (p=0.064) of the data requested,
thus validating hypotheses H1.1 a and H1.1.b

This suggests that the website privacy notices,nwpested on the same page as the
guestionnaire, influence the subject’s evaluatidnthee request for personal data. More
specifically, it appears that when extensive Prvactices are present, the participant has a
heightened impression of confidentiality (8.6 vsB)7and a reduced impression of risk in
providing his/her personal data (8.2 vs. 8.9) &Gependix 6).

Posting privacy notices on the questionnaire pageears to help alleviate the individual’s
concerns about the subsequent use that may beohad#her personal data (confidentiality)
as well as about his/her potential vulnerabilitygagsult of having provided this information
(sensitivity). The “Privacy notices” also seem tavé a significant impact (an outcome we
had not foreseen) on the perceived relevance of ddia requested (p=0.057). More
specifically, with extensive Privacy notices, tinelividual appears to perceive the request as
being more relevant (7.5 vs. 6.9). Posting Privaoyices, in other words, apparently
contributes to reinforcing the company’s legitimaoygathering data. This outcome is of

particular interest, in that it had never been sstgd in the existing literature.

Familiarity — Contrary to what we assumed, “familiarity” has rréct) effect on either

confidentiality (p=0.179) or the perceived relevaraf the data requested (p=0.65this

19 The results of multi-varied (Pillai’s Trace) tesismonstrate that only the Privacy notices and amfactors
have a significant overall impact on the set ofcpption variables (p=0.048 and p=0.000). Interacketween
these two factors is also significant (p=0.058jsabe effect of Involvement (p=0.015).
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invalidating hypotheses H1.2 a and H1.2.cAnd as we expected, no effect on the data’s
perceived sensitivity was observed either (p=0.188)ether an individual's personal data is
requested by a company with which he/she is famolidoy one with which he/she has had no
prior contact does not appear to impact his/heluatian of the request, either as concerns
confidentiality or the perceived relevance of tlaadrequested. This outcome will no doubt
seem surprising, given the literature indicating tdontrary. It may however be explained, at
least partially, by the effects of interaction. Raamty, while appearing to have no effect on
either confidentiality or relevance, seems to hawempact when combined with the amount
of data (p=0.085 and p=0.079 respectively). In otherds, when an individual evaluates a
data request, he/she will apparently not take fanty alone into account but rather its

interaction with the factor “amount of data regeédst(see Appendix 6).

The amount of data As set out in our hypothesis, “amount” indeete@s the data’s
perceived sensitivity (p=0.000) and relevance (péB),thus validating hypotheses H1.3 b
and H1.3 ¢ As we expected as well, this factor has no oleskreffect on perceived
confidentiality (p=0.978). It does however seemafttect this perception when interacting
with the “Privacy notices” factor (p=0.080).

The direct effect of amount on the perception afsgevity and relevance appears to be in
keeping with what we expected (see Appendix 6).ddernhe larger the amount of data
requested (long data entry form), the greater #ta’sl sensitivity and the lower its relevance
are perceived to be. Findings such as these aily eaplained. When the amount of data
requested is increased, the level of the individuaipression of vulnerability seems to grow
in parallel (high sensitivity), whereas the legitioy of the company to gather such data is
weakened (low relevance). The evaluation of theugetj appears to become increasingly
favorable (in terms of perceived sensitivity aniévance) when the amount of data requested
is limited, since this seems to reassure the iddadi about the intentions of the company

gathering the information.

Exogenous variables- Only involvement, of all the exogenous variabtested, has a
significant overall impact (p=0.015) on the evaioatof the data request, the impact of the
other control variables being either more limitedg( Internet use for exchanging messages
and browsing) or inexistent (e.g. gender, or pexperience on the Web). More precisely, it
seems that the level of involvement reduces thegperd sensitivity and increases the level
of perceived relevance (Pearson’s correlationsl4Dand — 0.145; p = 0.05, respectively),

with the effect on confidentiality approaching tkmgnificance threshold. Both of these
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outcomes correspond to what we expected, and ootifie findings of the work on consumer
involvement (particularly that of Amine 1990) whistate that an involved individual will be
more willing to provide information to a companypealle of corresponding to his/her
expectations and presenting him/her with offertoted to his/her needs. This criterion (the
level of involvement) must therefore be taken imtmcount in evaluating the impact of
situation on willingness to provide personal data.

Four of the six hypothesesconcerning the manipulated factors’ impact on comexng’
evaluation of data requests have thus far beedateli:hypotheses H1.1 a, H1.1 b, H1.3 b
and H1.3 c,which stress the importance of Privacy noticestaecamount of data requested.
We will now present our findings concerning the aopof data gathering request evaluations

and privacy concern on consumer attitude towargighog personal data.

The Impact of Evaluation and Privacy Concern on Preiding Personal Data
Here we test our model’s core assumptions: thahésimpact of situation (evaluation) and of
individual characteristics (privacy concern) respety, on the individual's degree of
approval regarding the disclosure of his/her peakorformation (attitude). Our objective is
therefore to ascertain:
)] Whether the two “mechanisms” combine to influenitiuale;
i) What the respective effects of situational andviitlial characteristics are.

The results of regression analysis performed tly teythese two queries are the following:

Table 3 —Attitude toward providing data

Model 1 Model 2 Model 3 Collinearity

B Sig. B Sig. B Sig. Tol. VIF
Constant 8.918 0.000 13.1750.000 [ 13.745 0.000
PerceivedConfidentiality 0.291 | 0.003 | 0.202 | 0.042 | 0.192 | 0.054 | 0.761 | 1.314
Perceived Sensitivity -0.3610.000 |-0.313| 0.001 |-0.308| 0.001 | 0.607 | 1.647
Perceived Relevance 0.4850.000 | 0.377 | 0.001 | 0.346 | 0.002 | 0.546 | 1.830
Privacy Concern -0.220 0.001 | -0.233| 0.000 | 0.656 | 1.523
Involvement 0.111f 0.08¢4 0923 1.084
Gender -0.127 0.808 | 0.962( 1.040Q
Internet Experience -0.0980.852 | 0.939| 1.064
E-mail -0.113 0.598 | 0.922| 1.085
Web Browsing -0.22% 0.433 | 0.838( 1.194
R2 0.354 0.386 0.399 -
R? Adjusted 0.346 0.375 0.374 -
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These results demonstrate the significance oftireetperception variables’ (confidentiality,
sensitivity and relevance) influence on attitudednd providing personal data, even after the
second and third blocks (p=0.054 p=0.001; and @D @spectively) are introduced, thus
proving hypotheses H2 a, H2 b and H2 c to be valitHence, as we assumed, the evaluation
of the data request (perceptions) significantlyuemces the individual’s attitude toward
revealing personal data. Moreover, this “situatidimafluence’® has proven to be of major
importance, as it explains almost 35% of the madetiriance. Among the perception
variables, sensitivity and relevance appear tchbedecisive elements and better account for
attitude than perceived confidentiafity

The influence of privacy concern (individual vatigbis shown to be significant as well
(p=0.000), although its introduction does not digantly enhance the explanatory power of
the model (37.4% with vs. 34.6% without, or a gaifiess than 3%)ypothesis H3 is thus
validated, as it posited the variable’s effect on consuntgtude toward providing personal
data. What is more, examining standardized coefiisi shows that concern has a stronger
influence on attitude than confidentiality and afluence quasi equal to that of perceived
sensitivity and relevance (beta = - 0.229). Finaihtroducing control variables does not
enhance the explanatory power of the model ei@®mone of these variables prove to be
significant beyond the 5% threshold. Involvememnal influences attitude; the coefficient,
however, is only significant at the 10% threshold.

Finally, the fourhypotheses tested here were validateH2 a, H2 b, H2 ¢ and H3) thus
emphasizing the impact of the three perceptionabées and of privacy concern on attitude
toward data requests. The influence of situatidwo(igh the three perceptions) would
however appear to be significantly greater thart theked to individual characteristics
(through privacy concern), the latter accounting3® of the model as opposed to 35% for
the situational characteristics. These findingsicag that, when confronted with a data
request, there is a greater likelihood that anviddal will base his/her decision on the
situation in which he/she finds him/herself rattiean on personal convictions. This confirms
the findings of Acquisti (2004) and Acquisti andoSsklags (2004), which show the existence
of a discrepancy between the individual's genettitude toward privacy concern and his/her
decision when data is actually requested. Hencendimidual who is extremely concerned

about his/her privacy might accept to part withspeal information if the context in which

2 As opposed to individual influence linked to indivals’ personal characteristics.
2L This information is drawn from the standardizecftioient (beta) readings of 0.116 (for confidelityg;
0.220 (for relevance) and - 0.215 (for sensitiviggpectively.
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he/she finds him/herself offers safeguards andgkly reassuring (high confidentiality and
perceived relevance; low sensitivity of data retglesnd vice versa.

In conclusion, we have demonstrated the existeheeresponse process that begins with the
data gathering request, continues through the atratu of the situation (in the form of
perception attributes), and ends with the datado@irovided. We have also proven that
situation (at least the Privacy notices and the hof data) and individual factors (via

privacy concern) significantly influence the willjness to disclose personal data.

CONTRIBUTIONS, LIMITATIONS AND FURTHER AVENUES OF R ESEARCH
Study Contributions

Our research seeks to make a contribution not tmlhe academic literature but also to
managerial practice. From the academic standpaimtstudy contributes to knowledge about
the impact of privacy concern on self-disclosurastipularly on the Internet. The results of
this research, confronted with work resulting frone literature, thus enable us to enrich
comprehension of the consumer decision-making pmcerhis work allowed the
development of a conceptual model aiming at expigirthe way in which a consumer
solicited to provide personal information appreteriie phenomenon. The innovative
character of this model lies partly in the choideao‘processual” vision of the answering
process, approach largely been unaware of in teelure. We also privileged a “realistic”
approach of the phenomenon, while seeking to mup#ople in a situation which as much as
possible approaches the real conditions of a réqfgsersonal data on Internet. The model
has, moreover, the advantage of including at theestame situational factors (corresponding
to the exposure to the request) and individualasttaristics (in particular through the concern
for privacy), and thus of being able to test thepestive impact of each one of them. We
chose factors largely ignored up to now in existiegearch and with strong managerial
importance. Lastly, our results clearly show thtuence of individual and situational factors
on attitude toward data disclosure, with the inflce of the latter being predominant, a fact

that had never been empirically demonstrated ivipus work.

Several implications of managerial relevance ase & be underlined. Our results should
encourage managers to pay more attention to th@enamwhich they request data from their
customers and, in particular, to the Privacy natiaed the amount of information requested
in the data entry form. It indeed appears that ipgsPrivacy notices will increase the

individual's willingness to disclose information yaking the data more confidential, and the

information disclosed, less sensitive.
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Websites should therefore make their privacy pesidiighly visible, particularly on the pages
containing data entry forms, so as to reassureuto@ss with privacy concerns. Similarly, a
long data entry form — which technically allows@rgpany to obtain in-depth knowledge of
consumers — may well turn out to be counter-pragacbecause it could in fact discourage
individuals from self-disclosure. The company skloutherefore keep a sense of
proportionality between data entry forausd the context in which questions are asked, and i
consequence, restrict the data requested to feiyant items. And, although familiarity may
not have a direct effect on the perception varmbésted here, it however seems to influence
both the degree of confidentiality and the relewaatthe data requested, when coupled with
the amount. This is therefore an element to beome#t with. Finally, even if the effect of
privacy concern has turned out to be of less ingpae than that of situational variables, it
should not be deduced that a respondent is anydiesisous of being kept informed and
reassured about the subsequent use of his/hernaérdata. And although privacy concern
may not have a major impact on the decision whdtheomplete data entry forms, its impact
is by no means negligible; moreover, it could agplain other behaviors such as disclosing

sensitive information and lying.

Limitations and Suggestions for Further Research
As is the case with all empirical research, oursoiswithout limitations.
First of all, only three of the situational factdikely to influence the responses to data
gathering requests were studied. Our findings B@ @ependent on the manner in which the
factors selected were operationalized. For instamoe chose to operationalize privacy
policies by using the Privacy notices included a&tadentry forms. We could, of course, have
simply limited ourselves to studying the presencalsence of a code of conduct on the site,
as most researchers have done. However, as Spaottesty and Miyazaki (1998) point out,
the format chosen to operationalize the Privacyicast can influence the consumers’
perceptions and therefore alter the outcome. Furttsearch will therefore be necessary to
test the impact of other Privacy notice formatsasdo determine their real impact whatever
the format used. The approach chosen here to opwmahte familiarity may also have
affected our findings. Future studies should theigdnducted not only in order to manipulate
other factors, but also to operationalize the factested here in a different manner.
Second, our respondents were questioned using-papegpencil questionnaires. This type of
simulation is not necessarily the most appropmagthod to gain insight into the subject and

it may thus be preferable to consider using a meastic design. The idea of questioning the
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respondents via an online questionnaire would be paossible approach, which could
subsequently be improved by putting respondentsanife-like situation.

The third limitation is linked to the sample typedato the context of the simulation exercise.
Indeed, during this experiment, we questioned adgeneous sample population — students
— following a specific scenario (a promotional gamrganized by a cell phone service
provider). The choice of the context in itself ltsithe generalizability of our findings. This
type of data request is in fact very specific, #mel same individuals would likely react in a
different manner in other cases (other sector, rotomtext). What is more, convenience
samples (particularly when composed of studentshalo(always) provide an appropriate
context to obtain behavior patterns representativéhe population as a whole. Further
research is therefore necessary in order to cortfiahthe validity of the results obtained here
may be generalized, by focusing on a more repraseatsample. Finally, work extrapolating
our findings to business sectors other than cetinpk and to other media (aside from the

Internet) would be most welcome.
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Appendix A — Control Variables Measurement

Variables ltems Scale Format

Scale adapted from the literature [StrazzierLikert (7 points)

Involvement level (1994)] (from 1 “strongly disagree” to
Simplified version (3 items) 7 “strongly agree”)
Gender M/ F (1 item) Binary variable

Has used the Internet for less than 2 years/ .. :
: Ordinal variable
Internet experience between 2 and 5 years/ more than 5 years
(1 item) 3 levels

Checks Email account and browses the Weardinal variables
Internet use (2 items): more than once a day, once a daX’IeveIs
more than once a week, less often (1 item)
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Appendix B — Sample Screenshots Correspondingte Bxdry Forms

P1F1A1 (“limited” Privacy notices, none Familiafitpw Amount) Logo of an unknown
cell phone supplier

|

Take part in the Lottery and win $5,000! v
X

(
Just fill out the following form: -NJJDJ
(* required information)
Name*:
Address*:
City*: Zip Code*:
Email Address*: @
| wish to receive offers by Email C YES C NO
| wish to receive offers from partner companies C YES C NO
P2F2A2 (“extensive” Privacy notices, high Familigrhigh Amount) Logo of the respondent’s

cell phone supplier

|

Take part in the Lottery and win $5,000! v

P

0

[
Just fill out the following form: _MJJJ
(* required information)

Title *:

Last Name *: First Name
Address *:

City*: Zip Code*:
Email Address *: @
Phone Number *:

Country *:
Birth Date:
Education *:

Profession *:

Marital Status *: Numberhifiren:
Hobbies *:

Time spent phoning *:
Cell phone date of purchase *:
Use of SMS and MMS *:

To sponsor a friend, indicate his/her email addnese*:

@

Yearly income:

This information is for company use only. It widlljr us to provide you with the very best in service
and useful information. Your personal informatioil not be passed on to third parties without your

consent. To learn more about our privacy policgage click here

| wish to receive offers by Email C YES & NO

| wish to receive offers from partner companies C YES & NO
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Appendix C — Sample Characteristics

Variables Values Frequency %
Demographics
Gender M 85 36.6%
F 147 63.4%
Experience
Less than 2 years 17 7.3%
Internet experience Between 2 and 5 years 120 51.7%
More than 5 years 95 40.9%
More than once a day 27 13.0%
Email use Once a day 54 26.0%
More than once a week 87 41.8%
Less often 40 19.2%
More than once a day 29 12.5%
Web use Once a day 35 15.1%
More than once a week 110 47.4%
Less often 58 25.0%
None 111 47.8%
Online purchase histor Less than 5 63 21.2%
P Y 51020 45 19.4%
More than 20 13 5.6%
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Appendix D — Results of Exploratory Factor AnalyEiEA)

ltems Items KMO/ Percentage Loadings

. Cronbach’s
Variables before after of .

EFA  EFa DartlettTest . ionce M max o
Perceived 4 3 0.669/0.000  67.5% 0.58 0.72 0.74
confidentiality
Perceived sensitivity 5 3 0.651/0.000 72.7% 0.56 810. 0.80
Perceived relevance 4 3 0.772/0.000 70.5% 0.63 0.77 0.79
Privacy concern 4 3 0.729/0.000 77.2% 0.74 0.79 50.8
Attitude 4 3 0.723/0.000 77.0% 0.75 0.81 0.85
Involvement 3 3 0.682/0.000 66.2% 0.61 0.70 0.74
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Appendix E — Results of Confirmatory Factor Analy€8iFA)

Reliability

Variables ltems Convergent Discriminant Predictive
a Rhd Validity (pvc) Validity Validity
Perceived 2 077  0.795 0.660 es es
confidentiality ' ' ' y y
Perceived
sensitivity 2 0.78 0.796 0.661 yes yes
Perceived 2 083 0773  0.630 yes yes
relevance
Privacy concern 3 0.87 0.876 0.702 yes yes
Attitude 3 0.81 0.836 0.634 yes yes
Involvement 3 0.82 - - - -
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Appendix F — Effect of Manipulations on Perceptions

Figure 1. Effect of Privacy notices on perceivedfaentiality and sensitivity

Confidentiality Sensitivity

T T
limited extensive

X X limited extensive
Privacy notices

Privacy notices

Figure 2. Effects of Familiarity x Amount on penoed confidentiality and relevance

Confidentiality Relevance

amount
amount

—  low — Jow

high & — high

7,57

6,57

o

T T
high none high none
familiarity familiarity

Figure 3. Effects of Amount on perceived sensiiaihd relevance

Sensitivity Relevance
95
7.8
7,67
o
7.4
7.2
8.57
~
6,67
o
6,67
6,47
7! T T T T
low high low high
amount amount
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